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Introduc6on	
  
Tim	
  St.	
  Hilaire	
  
•  System	
  Integrator	
  
•  Problems	
  Solver	
  
•  Pragma6st	
  
•  Technology	
  Enthusiast	
  
•  APEX	
  Fan	
  
•  Enkitec	
  Product	
  Developer	
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About	
  Accenture	
  Enkitec	
  Group	
  

•  Result	
  of	
  acquisi6on	
  of	
  Enkitec	
  by	
  Accenture	
  in	
  May	
  
2014	
  

•  Global	
  systems	
  integrator	
  focused	
  on	
  the	
  Oracle	
  
plaMorm	
  

•  Headquartered	
  in	
  Dallas,	
  Texas	
  
•  Consultants	
  average	
  15+	
  years	
  of	
  Oracle	
  experience	
  
•  ~20	
  Oracle	
  ACE	
  members	
  on	
  staff	
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Agenda	
  

•  Super	
  Basic	
  
•  Anatomy	
  of	
  a	
  Cookie	
  
•  Cookies	
  in	
  APEX	
  
•  Another	
  Way	
  of	
  Thinking	
  
•  Technical	
  Notes	
  
•  References	
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Flow	
  

Browser	
   Server	
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Flow	
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What	
  are	
  Cookies….	
  Really	
  

•  Small	
  bits	
  of	
  text	
  data	
  that	
  are	
  shared	
  by	
  the	
  
browser.	
  

•  Can	
  be	
  for	
  any	
  purpose	
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Are	
  Cookies	
  Bad	
  For	
  You?	
  

•  Cookies	
  have	
  been	
  given	
  a	
  bad	
  reputa6on	
  
– Developer	
  Designs	
  
– Hackers	
  
– Over	
  Use	
  by	
  Adver6sers	
  

•  Cookies	
  have	
  useful	
  func6onality	
  

•  As	
  with	
  real	
  cookies…….	
  
Too	
  many	
  is	
  probably	
  not	
  good	
  for	
  you	
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The	
  Anatomy	
  of	
  a	
  Cookie	
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Domain	
  

•  Cookies	
  from	
  different	
  sites	
  are	
  separated	
  by	
  
Domain	
  

•  Browsers	
  only	
  send	
  cookies	
  for	
  the	
  current	
  
domain	
  

•  Super	
  Cookies	
  (*.com,	
  *.org)	
  are	
  (and	
  should	
  
be)	
  blocked	
  by	
  most	
  browsers	
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Path	
  
•  Se`ng	
  a	
  Path	
  dictates	
  when	
  a	
  cookie	
  is	
  sent	
  by	
  
the	
  browser.	
  

•  Path	
  cookies	
  are	
  hierarchical,	
  meaning	
  that	
  
cookies	
  at	
  higher	
  path	
  value	
  will	
  be	
  sent	
  when	
  
lower	
  paths	
  are	
  requested	
  

Example:	
  	
  hbp://domain/applica6on/area/
sub_area	
  

Cookie	
  for:	
  /applica6on/area/sub_area	
  
Cookie	
  for:	
  /applica6on/area	
  
Cookie	
  for:	
  /applica6on	
  
Cookie	
  for:	
  /	
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Expires	
  

Session:	
  	
  When	
  the	
  browser	
  is	
  closed,	
  the	
  cookie	
  
value	
  will	
  be	
  lost	
  
	
  
Date:	
  	
  Configurable	
  date	
  to	
  allow	
  persistence	
  of	
  
a	
  cookie	
  afer	
  the	
  browser	
  has	
  been	
  closed	
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HTTP_ONLY	
  

•  What	
  is	
  HTTP_ONLY?	
  
	
  
Modern	
  browsers	
  respect	
  the	
  separa6on	
  of	
  
cookies	
  that	
  should	
  not	
  be	
  available	
  to	
  
JavaScript	
  	
  	
  
	
  
Reduces	
  the	
  risk	
  of	
  malicious	
  JavaScript	
  from	
  
reading	
  or	
  adjus6ng	
  the	
  cookie	
  values	
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Secure	
  

•  What	
  is	
  a	
  secure	
  cookie?	
  

Only	
  sent	
  (by	
  browser)	
  when	
  using	
  HTTPS	
  
	
  
Secure	
  cookies	
  can	
  be	
  received	
  via	
  HTTP	
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Debugging	
  Tools	
  

•  Different	
  browsers	
  provide	
  different	
  tools	
  
•  Cookies	
  can	
  be	
  added,	
  removed,	
  and	
  edited	
  
•  Most	
  modern	
  browsers	
  will	
  include	
  easy	
  
visibility	
  into	
  the	
  cookies	
  being	
  used	
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APEX	
  Cookies	
  

-­‐or-­‐	
  
where	
  did	
  that	
  cookie	
  go?	
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Page	
  Render	
  and	
  Processing	
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Page	
  Render	
  

•  Can	
  be	
  counter	
  intui6ve	
  

•  You	
  can	
  not	
  read	
  a	
  cookie	
  on	
  page	
  render	
  to	
  
make	
  changes	
  to	
  your	
  page	
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Security	
  by	
  Design	
  

•  (Opinion)	
  The	
  reason	
  cookies	
  are	
  not	
  as	
  
valuable	
  to	
  APEX	
  users	
  is	
  because	
  of	
  easy	
  DB	
  
access	
  and	
  session	
  framework.	
  

•  How	
  can	
  cookies	
  provide	
  value	
  to	
  an	
  APEX	
  
applica6on?	
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Another	
  Approach	
  to	
  
Authen5ca5on	
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Amazon	
  Use	
  Case	
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Demonstra5on	
  

Using	
  Cookie	
  Authen6ca6on	
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Technical	
  U5li5es	
  

Technologies	
  that	
  are	
  related	
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PL/SQL	
  Packages	
  

•  SYS.UTL_HTTP	
  is	
  not	
  available	
  (by	
  default	
  
grants)	
  

•  OWA_COOKIE	
  is	
  available	
  
•  OWA_UTIL	
  is	
  available	
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OWA	
  Cookie	
  Record	
  

•  TYPE	
  vc_arr	
  IS	
  	
  
– TABLE	
  OF	
  VARCHAR2(4000)	
  INDEX	
  BY	
  
BINARY_INTEGER	
  

•  TYPE	
  COOKIE	
  IS	
  RECORD	
  (	
  	
  
name	
  VARCHAR2(4000),	
  	
  
vals	
  vc_arr,	
  	
  
num_vals	
  INTEGER);	
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References	
  

•  11.2	
  -­‐	
  OWA_COOKIE	
  	
  
•  11.2	
  -­‐	
  OWA_UTIL	
  
•  11.2	
  -­‐	
  UTL_HTTP	
  
•  hbp://en.wikipedia.org/wiki/HTTP_cookie	
  
•  W3C	
  -­‐	
  PlaMorm	
  for	
  Privacy	
  Preferences	
  	
  
•  How	
  to	
  Block	
  All	
  Cookies	
  Except	
  for	
  Sites	
  you	
  
use	
  

•  Remember	
  Me	
  Login	
  –	
  Chris6an	
  Rokiba	
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Disclaimer	
  

•  Marks,	
  images,	
  brands	
  and	
  referenced	
  content	
  are	
  
the	
  property	
  of	
  their	
  respec6ve	
  owners.	
  	
  Usage	
  is	
  for	
  
discussion	
  and	
  teaching	
  purposes	
  only.	
  	
  No	
  
ownership	
  assumed	
  or	
  implied.	
  

•  The	
  comments	
  and	
  opinions	
  expressed	
  here	
  are	
  sole	
  
responsibility	
  of	
  the	
  author	
  and	
  not	
  of	
  his	
  employer	
  
or	
  any	
  other	
  party.	
  

•  No	
  trees	
  were	
  harmed	
  during	
  the	
  crea6on	
  of	
  this	
  
presenta6on.	
  However,	
  a	
  great	
  number	
  of	
  electrons	
  
were	
  terribly	
  inconvenienced.	
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Ques6ons	
  and	
  Comments	
  


